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1 Preface 

tiCrypt is the secure solution to the storage, sharing and processing of data 
for enterprises. tiCrypt ’s robust, secure and intuitive file sharing platform 
insures a secure environment for storage, organizing and tracking files within 
an enterprise, between users and throughout groups. 

With tiCrypt , you can upload files and folders of any size, share files 
with other users and groups of users, and organize and search through all 
the files owned by you, shared to you, or shared from you to others. These, 
among the many other features, are naturally easy to use with drag-and-drop 
support and are 100% secure at every step through end-to-end encryption. 

1.1 Why it is secure 

Public-private key pair tiCrypt ’s foundation is in the mathematically-
proven security of asymmetric (or public-private) key cryptography. This 
allows any user to encrypt data with the publicly accessible key, while only 
the private-key holder can decrypt that data. This also means that each 
user’s private key file should be kept as safely and as closely as their password 
bound to it. 

End-to-end encryption When uploading files, each file is first split into 
chunks, and each chunk is then encrypted with your public key in the web 
browser before being uploaded to the server. This implementation allows 
uploading files of any size, since they are all just arrays of chunks, and allows 
every piece of the file to be securely encrypted before being sent over the 
internet. Conversely, when downloading a file, each chunk is not and cannot 
be decrypted until received by you, the only holder of the private key. Thus, 
a file is completely secure from the moment it leaves your computer. 

Sharing files In the setup described so far, to share a file with another 
user, you would have to redownload the entire file, decrypt it with your pri-
vate key, then re-encrypt it with that user’s public key, and finally reupload 
the entire new file, or to just share your private key and open a gaping se-
curity hole. But to avoid these disastrous scenarios, tiCrypt actually gives 
each file its own symmetric key and encrypts that key with your public key. 
Now sharing a file only requires you to re-encrypt that particular file’s key 
with the new user’s public key. 
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2 Registration 

2.1 Creating an account 

Download 
private key 
Delete private
key from
browser 

Select key from
local file system 
Register a new 
account Escrow user 

login page 

Figure 1: tiCrypt Landing Page 

The link to Register to use tiCrypt can be found on the login page of 
the application. Registration requires the following steps: 

1. Generating a unique public-private key pair 

2. Encrypting the private key with a password 

3. Saving your encrypted private key 

Automatically 
generates 

keypair 

Fill in user 
information 

to create 
your 

account 

You must 
agree to any 

Once terms and 
registered, conditions in 

you can order to 
download register 

your private 
key 

Figure 2: tiCrypt Registration Page 
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Generating a unique public-private key pair 

This public-private key pair is generated in your browser and is essential for 
the secure use of tiCrypt . The public key is stored on the server you are 
using while the private key is stored on your browser’s local storage. These 
keys are assigned to you, and only you. 

Encrypting your private key with a password 

The password you provide for your private key is the ONLY way to decrypt 
it. If you lose/forget your password, you will not be able to log onto tiCrypt 
or use the software in any way, including accessing any of your files. 

Along with creating a secure password for your private key, the registra-
tion process will ask also for a username (the email you wish to use with 
tiCrypt and what you will use to login) ,full name, department, and position. 

The last step is clicking the register button, which will allow you to move 
onto the next step of downloading and saving your private key. 

Saving your encrypted private key 

Again, your private key is not recoverable and should be stored accordingly. 
Some tips on storing your private key include storing it on: 

• Recommended A USB Drive (prevents from data loss on a local 
computer and allows for use of tiCrypt on multiple computers and 
browsers) 

• The local computer you will be accessing tiCrypt on, in an appropri-
ately named folder and location 

2.2 Uploading Your Key 

To upload a private key at anytime on the login page, you may either drag 
and drop the file onto the web page or select browse to select a key which 
will allow searching for the key in your local file system. If you are dragging 
and dropping your key, you may need to wait a few seconds before dropping 
the file for this message to be visible. 

The login page also gives options to download your private key(that you 
have already uploaded) by selecting the icon and forgetting the key by 
selecting the icon. 

2.3 Logging In 

Once you have registered, stored your private key, and your account has 
been activated by an administrator, you may login at the home page. 
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2.3.1 Steps to Login 

1. Upload your private key (see Uploading Your Key) 

2. Select your email from the drop-down selector. If your email is not 
listed, you may need to reupload your private key (see Uploading Your 
Key) 

3. Type in your password 

4. Press the Login button 

5. If successful, you will see a Login successful notification as the page 
redirects. 

2.3.2 Common Login Errors 

Incorrect Password The password entered did not successfully decrypt 
the private key for use. Delete the current entry and carefully retype your 
password. 

Account disabled pending approval Your account has not been marked 
as active by an administrator since registering. This error message may be 
altered by an admin to better describe the reason. 

Error occurred while requesting challenge Your computer could not 
contact the server to authenticate a session. This could indicate a problem 
with your computer’s internet connection, the server’s connection, or any 
connection in between. 

No key found at login screen The browser saves the encrypted private 
keys in local storage for easier logging in from the same computer. If you 
use a di�erent computer or if you clear your web browser’s cache, you will 
have to re-upload your key. 



3 Interface and Account 
Management Tools 

tiCrypt is functionally similar to other major file storage and sharing plat-
forms, making the transition to using tiCrypt easy and intuative. 

3.1 Your Key 

One of the major tools that helps keep user information safe is the use of 
public/private keypairs. This is the only way for the system to verify a user’s 
identity and allow/restrict actions within the system. When your key is no 
longer in the browser, such as when you select Forget Key or when the key 
is cleared after a period of time, certain actions are restricted until the key 
is successfully decrypted and available. 

The Lock Icon If your key is no longer in memory, a icon will appear 
in the top righthand corner of the screen. To decrypt and use your key again, 
select the icon and an overlay will appear to enter in your password. If 
you attempt to perform an action that requires the use of your keypair when 
it is no longer available, this overlay will appear and you must enter your 
password to successfully load your key before performing the action. 

3.2 System-Wide Tools 

Tool-tips tiCrypt uses icons as a main tool for showing any possible ac-
tions. But in case you do not recognize the action described by the icon, 
hovering your mouse over any action icon will show a more informative tool-
tip. 

Drag and drop Essentially everything in tiCrypt can be performed with 
simple drag-and-drop including uploading and sharing files to any users or 
groups, downloading files, and transferring files in virtual machines. 

3.3 Notifications 

tiCrypt is equiped with numerous types of notifications to help users under-
stand what is happening in the system, with their files, and between users. 
Notifications are a vital part of making certain that users are equipped to 
protect their data in ways that the system cannot. Every notification in 
tiCrypt is set for a reason, and it is important to understand what informa-
tion each notification provides. 
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CHAPTER 3. INTERFACE AND ACCOUNT MANAGEMENT TOOLS7 

Notifications Extra information and progress on certain actions will be 
displayed in the bottom-left corner. Notifications will also be themed dif-
ferently depending on the type and importance of the information being 
displayed. Di�erent color notifications will signify di�eren things. 

Color Meaning 
Success 
Process Occurring 
Validation 
Error/Incorrect 

Modals Many actions that require further action will bring up a modal to 
grab your attention. An important modal of this type delete, which requires 
an extra level of confirmation. 

3.4 Task Manager 

A great resource available to all users is the Task Manager that appears in 
the bottom right-hand corner of the screen. The task manager will show 
updates of di�erent processes running in the system, how far along a process 
is, and which processes are being queued. Any process in the system that 
may take a longer period of time will show it’s status through this manager. 

Status 
Icon 

Task 
Type 

Figure 5: tiCrypt Task Manager 

Launching the Task Manager To launch the task manager, users can 
either start a process, which will automatically cause the manager appear, 
or click on the icon at the top of the screen. If there are no processes 
currently running, the manager will read ”none pending”. 

Status of a Process The status of a processes can be reviewed in more 
detail by hovering over the status icon. The task manager provides informa-
tion about what percentage of a task is accomplished, if a process is pending, 
or time completed if successful. 
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Types of Tasks There are numerous types of tasks that can be quickly 
identified with the icon in front of it. Here is a comprehensive list of icons 
and the tasks associated with them. 

Icon Meaning 

3.5 Message Log 

Many task and processes in tiCrypt will generate notifications to give the 
user information on what’s going on the system. The message log keeps track 
of all these notifications within a session. To review these notifications, select 
the icon. 

Notification 
Type 

Notification 
Message 

Figure 6: tiCrypt Message Log 

Message Log Icons Each notification type is signified by an icon. 

Icon Meaning 
Information 
Success 
Warning 
Failure 

3.6 Account Management Tools 

To manage your tiCrypt account, simply click your on the icon in the top 
right-hand corner. This will open up a menu which will let you logout, forget 
your key from the browser, change your password, or lock the session. 
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Logging Out Logging out of tiCrypt will log you out of your current 
session and redirect you back to the login page. Always be sure to log out 
of tiCrypt after use. 

Forgetting the Key This option clears the key from browser memory. 
When the key is cleared from the browser memory, a icon will appear 
to the left of the user email. This will happen after a set period of time 
specified by your administrator, even if this option is not selected. 

Changing Your Password Changing your account password in tiCrypt 
is similar to other applications in which you must type in your current pass-
word, and then you will be allowed to create a new one. If the new password 
is strong enough, the password change will be accepted. When a new pass-
word is created, a new private key is also created and the old one will become 
obsolete. Please make sure to download and safely store your new key 
before exiting the modal! 

Locking Your Session This is a great tool for not wanting to log out of 
tiCrypt , but instead locking it so others cannot use the logged in account. 
In order to unlock the session, the user must enter in their password. 



4 File management 

4.1 Vault Overview 

Folder View File View User/Group View 

In the tiCrypt Vault, there are three main panels which will be referred 
to many times throughout this section and the rest of the manual. These 
sections include the Folder View Panel, the File View Panel, and the 
User/Group Panel. 

4.2 File Properties/Tools 

4.2.1 Characteristics of a File 

Starred File 
Name 

Creation 
Date 

File File File Size 
Type Owner 

Starred Status Indicates if the file is *starred*, or marked as important. 
Any files with the starred icon filled in yellow will have a copy stored in the 
corresponding Starred folder. 

Type of File The type of file can be noted by the icon that appears to 
the left of the file’s name. 
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Name of a File The name of a file uploaded into tiCrypt will keep the 
same name from the local computer file, but may be renamed after being 
uploaded. If the name is too long for the current display width, hovering 
over the name will show a tool-tip with the full file name. 

File Owner The owner of the file. File ownership is reflective on the 
original uploader and cannot be changed. 

Creation Details Each file will have the date of its creation under the 
Date Created column. 

Size of File The size of a file is given under the Size column. 

4.2.2 Uploading a File into a Directory 

Upload Icon One option is to use the icon. This appears in the top 
right of the folder view. This will allow you to upload files from files on your 
local computer. If a file is uploaded this way, the file will directly go into the 
folder that is open and the user can organize and move the file throughout 
the platform as needed with the drag and drop feature. 

Drag and Drop Another way to upload a file is by using the drag and 
drop feature. By simply dragging the file from your local computer file into 
tiCrypt , it will upload into the folder you have open. You can also specify 
which folder you wish to upload the file in by dropping it over the correct 
folder in the tree view. The folder will be highlighted when you hover over 
it, as seen to the right. 

The drag and drop feature can be utilized throughout tiCrypt to seam-
lessly move files throughout the platform to di�erent locations to store or 
share your files. 

4.2.3 File Actions Overview 

Delete History View Refresh 

Share Rename Download 

4.2.4 Sharing a File 

A file is very easily shared in tiCrypt with just the click of a button. To share 
a single file, right-click on the file and select share in the context menu or 
select the icon from the list of file actions. Once either are selected, a 
sharing modal will appear on the screen. From this modal, you will be able 
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to search for the users/groups you wish to share the file with. To confirm 
and share, select Accept. 

4.2.5 Checking History of a File 

Every file has an audit feature which can be used to track its activity. How-
ever, only the owner of the file (the user who first created/uploaded it) can 
view this history. These audits keep track of who created the file, when it 
was first created, and who that file has been shared with since then. 

4.2.6 Renaming/Deleting a File 

A file can be renamed by right-clicking on it, and selecting Rename in the 
context-menu or by selecting the icon in the top righthand corner once 
a file selected. 

Deleting a file can be done by selecting the Trash option from the context 
menu or selecting the icon. 

**Files are not permanently deleted until doing so from the trash folder. 
Therefore, if you accidentally delete a file, it can be easily restored from the 
trash folder. 

4.2.7 Starring a File 

To the left of every file is a symbol which, when selected, will place that 
file into the Starred folder. Much like with conventional email, this feature 
allows the user to identify important documents and places them into the 
starred folder for future reference. A file can be un-starred as well simply 
by clicking on the star symbol once more, until it is no longer filled in. 

4.2.8 Selecting Multiple Files 

When a file is selected, it will be highlighted. To select multiple files, simply 
hold ctrl and select all the files you would like, much like a traditional file 
system on your computer. A user may select multiple files at a time for 
deleting and downloading. Any actions you can do with multiple files are 
located at the top right of the folder view. 

4.2.9 Searching for a File 

A file can be searched by name in the file view. This search is case-insensitive. 

4.2.10 Downloading a File 

Downloading from tiCrypt is done by just simply clicking on the icon next 
to each file or by selecting Download from the context-menu. 

Warning: Downloading files onto your local computer removes the 
encryption and files are therefore no longer secure. Please be mindful of this 
when handling your files outside of tiCrypt . 
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4.3 Folders 

4.3.1 Basic Folders 
Create 

Directory 
Upload Files 
and 
Directories 

Your Folders 

Basic Folders 

4.3.2 Folders that be Modified 

My Files This folder is the included generic folder where all user files will 
be uploaded until a new folder is created. 

Group Directories Contains directories for all the corresponding groups 
a user is in. These directories are shared will all members of the respective 
group. 

Mailboxes This directory contains all the mailboxes a user owns. 

4.3.3 Fixed Folders 

Forms Contains all the forms a user owns. 

Starred This folder contains all the files the user stars or marks as impor-
tant. 

Shared by me This folder contains all the files shared by you with other 
users/groups. These files are grouped by user, group, date, and an option 
to view all files. 



14 CHAPTER 4. FILE MANAGEMENT 

Shared with me This folder contains all the files shared with you by 
other users/groups. These files are grouped by user, group, date, and an 
option to view all files. 

Downloads This folder contains all the files that a user has downloaded 
onto their local machine. 

Trash This folder contains all the files/folders a user has deleted. 
Note: These basic folders cannot be deleted 

4.3.4 Creating a folder 

Click on the icon at the top right of the folder view. Folder names must 
be unique. 

4.3.5 Renaming/Deleting a Directory 

To rename or delete a directory, simply right click on the directory name in 
the folder view to bring up the context-menu and select Rename. 

To delete a directory, right click on the folder to bring up on the context 
menu and select Delete. 

4.3.6 Sorting files in folders 

Within the folder view, selecting the name of a column will allow you to sort 
files in ascending or descending order by name, size, owner, or date. 



5 Sharing features 

tiCrypt users have the ability to share their uploaded files with other users 
using public/private key cryptography. The user who shares their file(s) 
encrypts them with their public key, and only the correct recipient(specified 
by the owner of the file) is able to decrypt the file with their private key. 

5.1 User-to-user 

Sharing a file with another user can be done in one of two ways: 

1. Drag the file(s) from your vault and drop it on the user’s name in 
the Users tab in the User/Group panel. (The system will ask you to 
confirm some user information before sharing occurs.) 

2. Select the icon, which will bring up a modal that lets you share 
that file with one or many users/groups. 

5.2 Groups 

5.2.1 Creating Groups 

One of the great features of tiCrypt is the ability to not only share files with 
individual users, but to share files with entire groups as well making it easy 
to share throughout teams. To create a group, follow these steps: 

Group Options
Menu 

Create 
Group 

Refresh 
Groups 

Complete Workflow for Creating Groups 

1. In the User/Group panel, click on the Groups tab. 

2. Click on the button in the top right. 

3. Name your new group 
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4. Add users to a group by selecting Add and Remove Users. 

5. A modal will appear in which you can search for users and add them 
to the group. To confirm all changes, select Accept. 

6. The next step is to manage permissions within the group. To do this, 
select Manage Permissions, which will bring up a modal for which 
you can set permissions for each member of the group. 

Group View 

Permissions 

Return to 
Group View 

Member 
Group Permissions 

Members 

5.2.2 Modifying Groups 

Viewing Group Details View group information by selecting Group 
Info from the dropdown menu. 

Renaming a Group Users can modify the names of their groups by se-
lecting Rename Group from the dropdown menu. 
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Deleting a Group To delete a group, select Delete Group from the 
dropdown menu. 

5.2.3 Sharing Files with Groups 

There are two ways to share files with groups. 

1. Select the on the file(s) and search for the group name in sharing 
modal. 

2. Drap and drop the files you wish to share over the name of the group 
in the Groups panel. 



6 Mailboxes 

6.1 What is a mailbox? 

Mailboxes are used to safely recieve files inside of tiCrypt from outside col-
laborators. A mailbox looks and acts just like a normal folder, and files 
placed inside them can be shared, downloaded, and viewed. 

6.2 Mailbox Creation 

A mailbox must be created from an existing directory. To turn an existing 
directory into a mailbox, select the option ”Make mailbox” from the context 
menu of the directory. This will bring up a mailbox creation modal in which 
you may create ”access points”, or secure url destinations where outside 
users users may drop files. Each end point requires 

1. An expiration date, or a date where the end point will be destroyed 

2. A maximum capacity 

3. A description of the end point 

Mailbox 
expiration
date 

Mailbox 
capacity 

Mailbox 
description 

Folder no 
longer a 
mailbox 

6.3 Mailbox Management 

A single mailbox may have multiple access points that vary in expiration 
date and capacity. To manage access points for a mailbox, select Manage 
Mailbox from its context menu. 
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Mailbox 
Access 
Points Access Point 

Information 

6.3.1 Creating Multiple Access Points 

To add an access point to a mailbox, select the icon. This will then ask for 
access point information such as expiration date, capacity, and description. 

Tip: Use the mailbox descriptions wisely to manage who has access to 
each access point and for what purpose. 

6.3.2 Access Point Types 

There are 2 ways for an outside user to reach these access points including 

1. URL : These can be accessed right through the web-browser of the 
outside user’s computer 

2. Command : These are meant to be entered into the command prompt 
of the outside user’s computer 

6.3.3 Delete an Access Point 

If an access point is no longer needed, it can be deleting by selecting the 
icon. 

6.3.4 Deleting a Mailbox 

Deleting a mailbox means turning the mailbox back into a normal folder. 
To do so, select Delete Mailbox within the manage mailbox modal. When 
a mailbox is deleted, all of the files that were transferred to it remain inside. 



7 Virtual Machines 

Virtual Machines are a special tool to aid users in manipulating their files/data 
in an OS-specific environment. Essentially, this tool provides the user to run 
very unique operating systems and corresponding applications based on their 
individual needs. Administrators will be able to build virtual machine tem-
plates based on individal user/department need, and users in turn will be 
able to run these virtual machines using their own encrypted drives. 

7.1 Outside Software Requirements 

In order to run a virtual machine using tiCrypt , you must have a functioning 
Remote Desktop Client installed. The following are suggested RDCs based 
on your local computer’s operating system. 

Operating System Suggested RDC 
Windows Microsoft RDS 

Linux Vinagre 
Mac OS X Microsoft Remote Desktop 

7.2 Creating a Virtual Machine 

There are two steps required to create a virtual machine in tiCrypt including 

1. Creating an encrypted drive for virtual machine local storage 

2. Choosing a virtual machine template 

7.2.1 Creating an Encrypted Drive 

Create Drive 

Refresh Drives 

Drive Info 

Delete 
Drive 
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To create an encrypted drive, select the Drives tab and select the 
icon. This will bring up a modal in which you can give the encrypted drive 
a name, a drive type, and a drive capacity. The drive types are as listed: 

Drive Type Description 
Linux/ext4 Can be only attached to Linux VMs 

FAT32 Can be attached to both Linux and Windows VMs 
Windows/NTFS Can only be attached to Windows VMs 

Once everything is specified, click Accept to create the drive. Keep in 
mind, these drives cannot be edited. 

7.3 Creating a VM Template 

The next step is creating a virtual machine template. This can be done by 
selecting the icon in the Virtual Machines tab. 

Create VM 

Refresh VMs 

Running 
VMs 

A drive is occupied 
Non-Running by a running VM 

VM 

7.3.1 Selecting a Virtual Machine Template 

Virtual machine templates are provided by your administrator. You should 
ask for a detailed description of each template, which operating system it 
uses, and which applications it has pre-installed to determine which template 
best suits your needs. When creating a new virtual machine, a dropdown 
list of all available templates will be available. 

7.3.2 Attaching Drives 

When creating a virtual machine template, you will be asked to select its 
”Home Drive” or the main storage for the virtual machine. This drive is 
selected from existing drives. An extra drive can be added for additional 
storage. Be mindful of which operating system your virtual machine is run-
ning, because this will determine which drives you should attach. 
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7.4 Running a Virtual Machine 

7.4.1 Virtual Machine Menus based on Status 

Virtual machines will display di�erent menus based on their status of con-
nection. A virtual can be powered-o�, on and not connected, or on and 
connected. 

Powered-o� When a virtual machine is powered-o�, the only actions 
available are start, delete, edit, and view attached drives. The is the only 
time in which you may edit your virtual machine. This includes changing 
which encrypted drives are attached to it. 

Start Edit VM 

Delete VM Drives 

On but Not Connected When a virtual machine is on but not connected, 
the drives attached are considered to be ”in use” or ”busy”. What this means 
is that you cannot launch another virtual machine that uses any of the same 
encrypted drives. The virtual machine is on, but in this stage, it is not 
connected. Being connected to a virtual machine requires a cryptographic 
interaction with the use of your private key that is decrypted in the browser. 
In this stage, the virtual machine is on, but the user can move about tiCrypt 
and complete other tasks. 

Shut Down Drives 

Connect 

On and Connected When a virtual machine is both on and connected, 
cryptographic authentication has occurred using your private key and a pri-
vate SSH connection is established. This is the point when you can do the 
most interation with the virtual machine including transferring files to the 
attached drive from your vault and connecting to the virtual machine via a 
terminal or RDC. 

Open 
Shut Down Terminal Disconnect 

Open 
Application

Transfer Drives 
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7.4.2 Viewing Existing Virtual Machines 

A list of all existing virtual machines will be listed under the Virtual Ma-
chines tab. To start a virtual machine, select the icon to the right of the 
virtual machine name. Once the VM is successfully running, there will be 
an option to connect to the virtual machine by selecting the icon, which 
will prompt you to enter in your password for verification. 

Create VM 

Refresh VMs 

Running 
VMs 

A drive is occupied 
Non-Running by a running VM 

VM 

7.5 Transferring Files Between Vault to Drive 

tiCrypt makes it possible to simply transfer files from the vault onto an 
encrypted virtual machine drive. To do so, select the icon next to the 
on and connected virtual machine name. 

Selecting Views To change which drives are being viewed, select the 
correct drives from the top left. 

Transferring Files/Directories To and From the Vault To transfer 
files/directories between the drive and your vault, either drag and drop the 
file/directory from one side to the other, or select the icon once you 
have selected all the files/directories you wish to transfer. Files that are 
transferred but already exist in the drive will be replaced with the newer 
version. 

Note: Transferring a file to a drive does not delete the original from the 
tiCrypt vault; it simply makes a copy on the encrypted drive. 
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7.6 Drive Actions 

Transfer to Create 
Vault Directory Search 

Permanently Download Refresh 
Delete 

Transfer to Vault Any files/directories that are selected will transfer to 
the vault. Any files that already exist in the vault will be? 

Permanently Delete Any files/directories that are selected will be deleted 
from the drive. 

Create Directory Creates a new directory in the open directory on the 
drive. Directories are created just in the normal vault to make organization 
of files simple. 

Download All files/directories that are selected will be downloaded from 
the drive onto your local computer. 

My Vault My Drive/Data 

Switch 
Layout 

7.7 Launching a Virtual Machine 

Now that a virtual machine has been created, it is running, and files have 
been transferred to it, it can now be launched. 

To launch a virtual machine using the Remote Desktop Client, select the 
icon which will bring up an instruction menu much like the one below. 
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Make sure in your RDC that you are picking the correct protocol. 

Operating System Protocol 
Unix/Linux SSH 
MS Windows RDP 

Recommendations for remote desktop clients are given at the bottom of 
the instructions if one is not already downloaded on your local computer. 

Once you enter in all the correct information and click connect on your 
RDC, then the virtual machine will open and start. Below is an example of 
a Windows virtual machine and accessing the files that were just tranferred 
over to the encrypted drive. 

Figure 14: Windows Virtual Machine Example 



26 CHAPTER 7. VIRTUAL MACHINES 

7.8 Complete Overview/Step-by-Step 

To create and launch a Virtual Machine, follow these steps: 

1. Create an Encypted Drive on the Drives tab. 

2. Create a Virtual Machine OS template on the Virtual Machines tab 
and attach the encrypted drive. 

3. Start your virtual machine by selecting the icon to the right of the 
virtual machine name. 

4. Connect to the virtual machine by selecting the icon. 

5. Transfer files to and from your virtual machine by selecting the 
icon. 

6. Now, you may either 

a) Use the virtual machine by operating it through the terminal. To 
open the terminal, select the icon. 
OR 

b) Open up the virtual machine on a remote desktop viewer by se-
lecting the icon and following the steps below. 

7. Select the icon, which will bring up an instruction menu much like 
the one below 

8. Follow the instructions and put the corresponding host name, user 
name, and password into the RDC on your local computer and then 
connect. 
Note: Make sure in your RDC that you are picking the correct pro-
tocol. The Remote Desktop Viewer should be downloaded on the host 
computer, this is NOT an application on the tiCrypt interface. A list 
of recommended RDC’s appear in the instruction menu at the bottom. 

Operating System Protocol 
Unix/Linux SSH 
MS Windows RDP 

9. To shutdown the VM, exit the Remote Desktop Client, disconnect the 
VM by selecting the icon, and power o� by selecting the icon. 
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